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on which

Systems are Designed, Built & Sustained

ArcGIS
Platform

ArcGIS
Systems

Network Management System

Airport Safety System

Damage Assessment System

Land Management System

Disease Surveillance System

Imagery &  Video Exploitation System

Security Operations System 

ArcGIS is an Enterprise Platform
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Criticality and Complexity

Complexity

− System and organizational characteristics.

− Reflects how intricate, interconnected, or 

variable a system is.

− Encompasses technology, stakeholders, 

workflows, and governance.

Criticality

− Measures the importance of geospatial 

capabilities to mission success.

− Reflects the degree of consequence if 

unavailable or degraded.

− Categories span informational, operational, 

and mission-essential.
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Anatomy of a Modern ArcGIS System

Apps

Services

Data

Infrastructure

Workflows Defined, Aligned, Streamlined

Easy, Accessible, Fast, Effective

Rich, Capable, Standards-based

From Esri & Customer, Quality

Robust, Flexible, Cloud-based

Well-Architected

SECURE

RELIABLE

FAST & SCALABLE

INTEGRATED

AUTOMATED

OBSERVABLE

Well-Architected

Self-Help, Training, Support, Professional Services Complete, Enterprise/IT-Ready

Enabling users across the organization …

… with the tools & capabilities they need
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Lifecycle of a Well-Architected System

Understand Design OperateBuild



Lifecycle of a Well-Architected System
Considers and Delivers on All Aspects Throughout

Understand Design OperateBuild
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PAT T E R N S

Location

Self Service

Data Editing

Imagery

Mobile

Reliability 

Integration

Scalability

Observability

Automation

Security 

Extensibility

P I L L A R S  

ArcGIS as a Well-Architected System
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Protecting Data. Empowering Decisions.

Security Pillar
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Lifecycle of a Well-Architected System
Considers and Delivers on All Aspects Throughout
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Application Configuration Recommendations
Strongly Recommended

Least Privilege

Environment Segmentation

Portal Proxy Config

Organization Specific Logins

Disable Services Directories
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Simplistic Example: A View Architecture
ArcGIS Data Editing and Management 

Parent

Feature Layer

Mobile Offline View

• Add only

• Enable sync

• Webmap offline areas

• Shared with mobile 

group

Approval View

• Query enabled

• Update only

• Shared with QA group

View Only View

• Configured with 

current user keyword 

• Filtered by Status and 

logged in user

• View only

• Shared with org

Public Submitters View

• Query disabled

• Add only

• Shared with public
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Upgrades are your Friend
But…so are patches
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Clear instructions. Solid tools. No surprises.

Documentation and Tooling



Ensuring online systems.

Observability



See it in Action



Automate the routine, elevate the impact.

Automation Pillar



Automating ArcGIS within Your Enterprise
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Deployment Replication Solution

Primary Deployment

(Green)

Failover Deployment

(Blue)
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The User Conference approach



Deployment Replication Solution



Webhooks
Because no one likes waiting for updates…

Interaction

Event

Trigger Workflow

Webhook 

receiver

Portal for ArcGIS

Organization Webhooks

Items

Users

Groups

Roles

ArcGIS for Server

Service Webhooks

Feature Service

GP Service
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Portal for ArcGIS Org Webhooks

ArcGIS Server

Feature Service

Webhooks

GP Service

Webhooks

ArcGIS Notebooks as 

Webhook Receiver

WEBHOOKS

Webhooks
Because no one likes waiting for updates…
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See it in Action



No need to re-invent the Wheel.

Reference Architectures



See it in Action



Designing for Stability.

Performance & Capacity 

Planning



See it in Action



Draw it right, deploy it right.

Diagramming Resources



The Power of Visual Design

• Simplify the Complexity

• Team Alignment

• Issue Identification

• Streamline Communication

• Consistency
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Practical Walkthrough



Features and advice to keep you ahead of the curve.

Operational Tricks



See it in Action





Please share your feedback in the UC app

Open

uc.esri-southafrica.com
and browse the agenda

Search and select the 

session you attended

Click the “thumbs up” 

icon

Complete and submit 

your review


